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1. Introduction
Tunstall's Device Management Platform - DMP - is a cloud-based system that enables remote monitoring, administra-
tion and configuration of your devices. Within DMP you can view the current status of each device as well as a
detailed event log. DMP also enables you to configure and amend the configuration settings of your devices.

1.1. Functionality
The main functions of DMP are to monitor, administrate and configure the connected devices. DMP and the devices
communicate over the internet using cellular networks or fixed line networks.

DMP constantly monitors the status of each device and provides an overview of the devices that are active, inactive or
have communication issues. The system can also provide detailed information about each device.

DMP holds a record of current configuration settings and firmware for each device. Within the system it is possible
to configure and amend device settings manually or using pre-configured template settings. DMP automatically
downloads any configuration changes to the device or devices.

Within DMP, devices are held and maintained in districts. Access is delegated to users by assigning permission
profiles. All user accounts contain a permission profile that defines what type of operations the user can perform
within the system.

NOTE
DMP is not part of the alarm distribution and holds no information about care recipients.

1.1.1. Communication paths
DMP communicates with each device over the internet. A device can connect to DMP across a cellular data network

 or an Ethernet/fixed-line network . The connection is used to transmit data such as heartbeats, firmware and
configuration updates between DMP and the device. Each device has a unique identification number that allows DMP
to keep track of all devices.
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1.1.2. Monitoring
DMP constantly monitors the heartbeats sent from each device. A heartbeat contains a status update and is represen-
ted by a status icon within the system. With DMP you can view current status and recent status changes as well as
the event log of each device. In addition, DMP generates and distributes email reports related to device status and
events.

1.1.3. Configuration settings
DMP holds a record of each device that contains current configuration settings and details about firmware status and
events. Each device has a unique identification number that allows DMP to keep track of all devices.

Within the system, you can configure and amend device settings either manually or using pre-configured template
settings. Templates can be applied to a single device or a cluster of devices. Configuration changes are initially saved
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to the internal record. DMP then waits until it receives a heartbeat from a device and then starts to download the
configuration settings to the device.

1.1.4. Administering DMP
In order to manage your devices, you can:

• Create and maintain districts, that is, defined groups of devices. Using districts simplifies monitoring and administra-
tion of the devices

• Create and maintain user accounts, including permission profiles

• Maintain your own account details, including which reports to receive from DMP

1.2. Versions

1.2.1. What's new in 4.5

• New Monitoring page for monitoring and supervising device fleet

• New navigation bar and updated menu structure

• District type settings

• Device label setting

• Export a list of devices to a CSV file

1.2.2. What's new in 4.4

• Create a template from a Lifeline Digital or Careline

• Templates with configuration files (CFW)

• Templates are optional (not mandatory) when migrating devices from devices list

1.2.3. What's new in 4.3

• Peripherals (e.g., radio sensors) as connected devices for Lifeline Digital

• Show SIM card information and associated cellular service information for Lifeline Digital

1.2.4. What's new in 4.2

• Support for Lifeline Digital

• Search for devices based on telephone numbers
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1.2.5. What's new in 4.1

• Tunstall's System Management Platform (SMP) changes name to Device Management Platform - DMP.

• Single-Sign-On (SSO) with PhenixID enables access to DMP’s monitoring features from TES

• Main alarm code setting is available in common settings, will apply to all addresses and telephone numbers in the
affected device

• Fetching new settings on heartbeat instead of waiting for online poll. Every heartbeat asks DMP for new settings
and, if available, triggers an ad-hoc online poll to fetch the settings

• User permission profile with time limitation

1.3. About this document
This document describes how to use DMP. All sections in this document are not relevant to all permission profiles.
Your screen may differ from the illustrations in this document.

It is assumed that staff using the system have received training specific to DMP and any other relevant system or
product.

1.3.1. Software version
This document reflects DMP Nordics version 4.5.

1.3.2. Symbols used in this document

CAUTION
The caution symbol indicates the possibility of damage to the equipment.

NOTE
The note symbol indicates additional information.
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2. Getting started
To access DMP you must have a username and a password. You receive an email that invites you to generate a
password whenever:

• your administrator creates a user account for you
• you click Forgot password? on the login page

• your password is close to expiring

Tunstall recommends the following web browsers: Google Chrome, Firefox or Edge. Make sure the web browser you
use is up to date to minimize potential performance and security risks.

2.1. Generate a password
When you receive an email from DMP that invites you to generate a password:

a) Click on the link in the email or copy and paste the link into the address bar of your browser and press
Return/Enter.
The Change Password page is displayed.

b) Enter the new password in both fields (minimum 8 characters).
c) Click Save.

2.2. Log in to DMP
To log in to DMP:

a) Go to the DMP login page.

The web address (URL) is provided by your organisation, supplier or Tunstall.

NOTE
Bookmark the web address (URL) for faster access in the future.

b) Enter your username (your email address) and password, then click Login.

DMP displays the Start page.
c) If you do not remember your password:

i. Click Forgot password?
DMP redirects to the Password reset page.

ii. Enter your username (your email) and click Submit.
The system sends an e-mail inviting you to generate a new password.
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2.3. Navigation
The appearance of the top navigation bar depends on your permission profile and the system environment. Your
screen may therefore differ from the images in this document. All users have access to Help  and Account 
regardless of permission profile.

2.4. Account settings
DMP allows you to view and edit your personal data that is held within the system. You can change basic information
such as name, account language and password. However, you cannot change the e-mail address (username) you use
to log in to the system.

If your organization uses two-step verification, you must register DMP with Google Authenticator under Account
Settings.

2.4.1. Edit your account settings
To edit your account details:

a) Click the Account icon  and go to Account settings.

Within this page, you can view and edit the following fields:

• First name and Last name

• Language

• Email format. For email reports, HTML is default.

• Email settings. Select which email reports to receive:

◦ System messages

◦ Device status summary. This report lists each device within the district together with their current status.

◦ Specific events warning

◦ Report on device status change. This report is produced whenever a device changes its status and details the
device and status change.

◦ Report on technical device status change. This report is produced whenever a device changes its status and
details the device and status change.

b) Click Save to save changes.
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2.4.2. Change your password
To change your password:

a) Click the Account icon  and go to Account settings.

b) Enter your current password in the Current password field.

c) Enter the new password (min. 8 characters) in the Password and Repeat password fields.

d) Click Change Password.

DMP displays a confirmation message.

e) Click Close.

Your password has been changed.

2.4.3. Two-step verification
If your organisation uses two-step verification, you must install Google Authenticator on your phone or equivalent
device and register your DMP user account. Google Authenticator provides verification codes for certain operations
within DMP.

You can download Google Authenticator from Apple App Store or Google Play.

2.4.3.1. Setup two-step verification
Before you proceed to set up two-step verification you must download and install the Google Authenticator app on
your phone.

To setup two-step verification:

a) Click the Account icon  and go to Account settings.

b) Click Setup.

DMP opens the Two-step verification window.

c) Click Next.
The Verify account tab displays the following message: "A one-time code has been sent to your e-mail".

d) Go to your mail account, open the email from DMP and copy the code.

e) Go to DMP and paste the code Password field.

f) Click Next.
DMP generates a QR code.

g) Open Google Authenticator on your phone and use the app to scan the QR code.

Google Authenticator displays the name of your system, your token value and the email address you use to
access the system. The token is a six-digit code that changes at regular intervals.

h) Go to DMP and click Next.
DMP opens the Verify mobile app code tab.

i) Enter the token currently displayed in the Google Authenticator app in the Password field and click Next.
DMP authenticates the token and displays a confirmation message.
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j) Click Close.

2.5. Search, sort and filter
DMP displays most information in the form of lists and tables. You can search, sort and filter most lists and tables:

• Search the list by entering a search term in the Search field

• Sort the list by clicking a column header. Click again to toggle between ascending and descending order

• Filter the list by selecting an option in the drop-down list below a column heading

• Advanced filters are available on some pages

• If you have access to multiple districts and customers, click the District and Customer drop-down lists to select the
appropriate customer and district

2.6. Log out of DMP
To log out of DMP:

a) Click the Account icon .

b) Click Logout.
c) Close the web browser after you have been logged out.
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3. Monitoring page

The Monitoring page is a dashboard that provides an overview of the devices that reside in DMP. It contains specific
information about devices with a status that requires some type of action. For example, devices with an error status or
a technical status.

The Monitoring page shows devices from the selected districts; tick or clear the checkboxes in the left sidebar menu
 to include or exclude devices on the dashboard. DMP presents the devices within the selected range in one of the

following panels:

• Errors  and Failed test alarms  

• Technical  

• Warning  

• Ok  

The lists in the panels on the Monitoring page contain information about the devices, including a timestamp that
shows the last status change. Within the lists, you can access additional information:

• Click a column header to sort the list in ascending or descending order.

• Acknowledged  : indicates that the current status has been acknowledged within DMP. Hover the cursor over an
icon  to view the timestamp.

• Device Note : a free-form text field for additional information about the device. Click an icon  to view the note.

• Tag : specifies the reason for a care recipient's absence from their residence:

◦ In Hospital : the care recipient is in the hospital.

◦ Short term housing  : the care recipient is in a short-term housing facility.

◦ Away  : the care recipient is temporarily away from their residence.

The Device summary panel  contains a summary of devices according to district type and devices with an absence
tag.

Status history  contains a graph that shows status changes over the past 72 hours.
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3.1. Errors panel

The Errors panel contains a summary and a list of devices with an error status or a failed test alarm indication. An error
status  indicates that DMP has lost contact with a device. A failed test alarm icon  indicates that a device failed to
send a periodic test alarm the Alarm Receiving Centre (ARC). When the underlying issue of an error status is resolved,
or a periodic test alarm is received, the device’s status changes and it no longer appears in this panel.

The panel shows devices from the selected districts; tick or clear the checkboxes in the left sidebar to include or
exclude devices in the panel.

The Errors panel list contains the following information:

• Colour coded status indication.

• Primary ARC ID: the alarm code of the device.

• Status change: a timestamp of the last status change and how many hours or days have elapsed since.

• Test alarm: the warning icon  appears when a device fails to send a periodic test alarm.

• Click the Alarm code, Status change, or Test alarm column heading to sort the list in ascending or descending
order.

• Click any device in the list to view a detailed device information window.

Click the menu icon  to enable or edit any of the following information:

• Acknowledge  : indicates that the current status has been acknowledged within DMP.

◦ Select Acknowledge  to activate or clear the Acknowledge  icon.

◦ Hover the cursor over an Acknowledged icon  in the list to view the timestamp.

• Device Note : a free-form text field for additional information about the device.

◦ Select Device note  and enter the information that you want to add.

◦ Click a note icon  in the list to view an existing note.

You can also view and edit notes in a device's Preference tab.

• Add tag : specifies the reason for a care recipient's absence from their residence:

◦ In Hospital : the care recipient is in the hospital.

◦ Short term housing  : the care recipient is in a short-term housing facility.

◦ Away  : the care recipient is temporarily away from their residence.
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◦ None: select this option to clear tags.

You can also change tags using the Device label setting in the device's Preference tab.

The Device summary panel shows a summary of devices with an absence tag. Tags are only visible in DMP and do
not affect the state of a device's Home/Away-mode.

3.2. Technical panel

The Technical panel contains a summary and a list of devices with a technical status. When the underlying issue of
a technical status is resolved, the device’s status changes and it no longer appears in this panel. A technical status
indicates that devices are updating or that any of the following events have occurred; click any of the following
buttons to toggle filters on and off:

• : power failure

• : low backup battery

• : peripheral lost contact (connected devices)

• : low signal strength

• : accumulator error

The panel shows devices from the selected districts; tick or clear the checkboxes in the left sidebar to include or
exclude devices in the panel.

The Technical panel list contains the following information:

• Status message: the reason for a technical status

• Status change: a timestamp that shows when the last status change occurred and how many hours or days have
elapsed since

• Click Status message or Status change to sort the list accordingly in ascending or descending order.

• Click any device in the list to view a detailed device information window

Click the menu icon  to enable or edit any of the following information:

• Acknowledge  : indicates that the current status has been acknowledged within DMP
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◦ Select Acknowledge  to activate or clear the Acknowledge  icon

◦ Hover the cursor over an Acknowledged icon  in the list to view the timestamp

• Device Note : a free-form text field for additional information about the device

◦ Select Device Note  and enter the information that you want to add

◦ Click a note icon  in the list to view an existing note.

You can also view and edit notes in a device's Preference tab

• Add tag : specifies the reason for a care recipient's absence from their residence:

◦ In Hospital : the care recipient is in the hospital

◦ Short term housing  : the care recipient is in a short-term housing facility

◦ Away  : the care recipient is temporarily away from their residence

◦ None: select this option to clear tags

You can also change tags using the Device label setting in the device's Preference tab.

The Device summary panel shows a summary of devices with an absence tag. Tags are only visible in DMP and do
not affect the state of a device's Home/Away-mode.

3.3. Device summary panel

The Device summary panel shows a summary of devices according to district type and their tag. The panel shows
devices from the selected districts; tick or clear the checkboxes in the left sidebar to include or exclude devices in the
panel.

The panel contains a summary of devices according to current district type:

• Active: the number of devices currently in active districts

• Inactive: the number of devices currently in inactive districts

• Returns: the number of devices currently in districts dedicated to customer returns

• Storage: the number of devices currently in storage districts

The panel contains a summary of devices with an absence tag:

• In hospital : the number of devices with an In hospital tag, which indicates that the care recipient is in the hospital

• Short-term housing : the number of devices with a Short-term housing tag, which indicates that the care recipient
is in a short-term housing facility

• Away : the number of devices with an Away tag, which indicates that the care recipient is temporarily away from
their residence

You can change tags in the Errors panel and the Technical panel. You can also change tags using the Device label
setting in a device's Preference tab.
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Tags are only visible in DMP and do not affect the state of a device's Home/Away-mode

A notification  appears if more than one device has the same alarm code.

• Click the notification to open a window with a list of all devices that share the same alarm code.

◦ Click any device in the list to view a detailed Device information window

3.4. Status history

Status history contains a graph that shows status changes over the past 72 hours. The graph shows devices from the
selected districts; tick or clear the checkboxes in the left sidebar to include or exclude devices in the graph.

•  Technical

•  Warning

•  Error

In the graph, you can do the following:

• Hover the cursor over the graph to view a summary about a specific time

• Tick or clear the Technical and Warnings checkboxes to filter the graph
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4. Organisation

4.1. Users
Within DMP a user account contains:

• General information and data about the user including name, password, and e-mail address

• A permission profile that defines what information and operations the user account can access. A time limit can be
applied to permission profiles.

• Access to one or more customers

4.1.1. Permission profiles
A permission profile defines what types of information and operations a user can access within DMP.

Permission profiles are assigned and managed at customer level. A time limit can be applied to give a user temporary
access to a customer.

The User Read Only permission profile allows a user to:

• log in

• view account settings

• view devices

• view alarm information and logs

The Customer Admin permission profile allows a user to:

• perform any "User Read only" operation

• view and edit all districts linked to the customer

• add new districts

• view and edit all users connected to the customer

• add new users

• view and edit all devices attached to the customer

• register new devices

• view basic settings of devices

The Customer Admin Settings permission profile allows a user to:

• perform any "Customer admin" operation

• view and edit settings for devices

• view templates

• apply templates to devices

The Customer Admin Settings Expert permission profile allows a user to:

• perform any "Customer admin settings" operation

• migrate devices between districts

• add new templates

• create new templates from device settings and configuration files (CFW)

• copy and migrate templates between customers

4.1.2. Users page
The Users page displays a list of the user accounts that you have access to. The list contains information such as
username, name and status.
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Use the Users page to view and maintain details of the user accounts that belong to your customer. If you have access
to multiple customers select the customer you want to view in the Customer drop-down list.

Within the Users page you can:

• Search, sort and filter the list of user accounts

• Add a new user account by clicking Add account. DMP opens an Add new account window.

• View and edit a user's details by clicking a user account in the list. DMP opens an Edit user window.

4.1.3. Add a user account
To add a user account:

a) Go to Organisation > Users.

b) If you have access to more than one customer, select the appropriate customer in the Customer drop-down list.

c) Click Add account.
DMP displays the Add new account window.

d) In the Overview tab, enter the following information:

i. Email. The user's email is also their username.

ii. First name and Last name

iii. Language

iv. Email format. For email reports, HTML is default.

v. Email settings. Select which reports the user is to receive:

• System messages

• Device status summary. This report lists each device within the district together with their current status.

• Specific events warning

• Report on device status change. This report is produced whenever a device changes its status and details
the device and status change.

• Report on technical device status change. This report is produced whenever a device changes its status
and details the device and status change.

vi. Click Add account.
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e) In the Permissions tab:

i. Select a permission profile in the Permission profile drop-down list.
ii. If applicable, select an additional customer in the Customer drop-down list:

• If required, click the End date box to select a time limit for the selected permission profile.

• Click  to add the customer to the user's permissions.
f) Click Save to create the user account.

The new user account is listed on the Users page.

The system automatically sends an e-mail that invites the new user to generate a password.

4.1.4. Edit a user account
To edit a user account:
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a) Go to Organisation > Users and select the user account that you want to edit.

b) In the Overview tab, you can view and edit the following fields:

• Email. The user's email is also their username. You cannot edit this field.

• First name and Last name

• Language

• Email format. For email reports, HTML is default.

• Email settings. Select which reports the user is to receive:

◦ System messages

◦ Device status summary. This report lists each device within the district together with their current status.

◦ Specific events warning

◦ Report on device status change. This report is produced whenever a device changes its status and details the
device and status change.

◦ Report on technical device status change. This report is produced whenever a device changes its status and
details the device and status change.

c) Click Save to save changes.

4.1.5. Manage permission profiles

To manage a user's permission profile:

a) Go to Organisation > Users and select the user account that you want to edit.

b) Go to the Permissions tab.

c) Select a permission profile in the Permission profile drop-down list.

d) To add a customer to the user's permission profile:

i. Select a customer in the Customer drop-down list.

ii. If required, click the End date box to select a time limit for the selected permission profile.

iii. Click .
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The customer is added to the permissions list.

e) To remove a customer from the user's permission profile:

i. Click .

The customer is removed from the permissions list.

f) Click Save to save changes.

The user account's permission profile has been changed.

4.1.6. Reset password for another user

a) Go to Organisation > Users and click on the user that you want to view or edit.

DMP displays the Edit user window.

b) In the Overview tab, enter the new password in the Password field.

c) Enter your password in the Password for logged in user field.

d) Click Save to save the new password.

4.1.7. Delete a user account

To delete a user account:

a) Go to Organisation > Users and click on the user that you want to delete.

DMP displays the Edit user window.

b) Click Delete user.
DMP displays a confirmation message.
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c) Click Delete User.
The user account is removed from the Users page.

4.2. Districts and customers
Customers are arranged in hierarchies, with each customer having a single "parent" customer. A customer can have
one or several sub-customers. Each customer has a set of sub-groups known as districts.

Within DMP a district is a defined group of devices. Using districts simplifies monitoring and administration of the
devices.

The following district types are available for organising districts:

• Active: for districts with devices that are active in DMP

• Inactive: for districts with devices that are inactive in DMP

• Returns: for districts with devices that are scheduled to be returned to the supplier or Tunstall

• Storage: for districts with devices that are stored and not in active use in DMP

Note that the district type does not affect the status of devices. For example, a device with an inactive status can be
located in a district that is an "Active" district type.

Access to customers and districts depends on what type of permission profile the users have and how customers are
organised. In some cases, users can only view districts and devices that belong to one customer. In other cases, some
users may have access to districts and devices across several customers.

4.2.1. Districts page
The Districts page displays a list of the districts that you have access to. The list contains information such as the
number of users and devices associated with the district.
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Use the District page to view and maintain details of the districts that belong to your customer. If you have access to
multiple customers, select the customer you want to view in the Customer drop-down list

Within the Districts page you can:

• Search, sort and filter the list of districts

• View and edit a district's details by clicking on a district in the list. DMP opens an Edit district window.

• Add a new district by clicking Add district. DMP opens an Add new district window.

4.2.2. Add new district

a) Go to Organisation > Districts.

b) If you have access to more than one customer, select the appropriate customer in the Customer drop-down list.

c) Click Add district .
DMP displays the Add new district window.

d) Go to the Properties tab.

i. Enter the appropriate information in the following fields:

• District name

• Responsible. The name of the person who is responsible for the district.

• Email. The email address to which DMP sends system-generated reports.

• Phone number. Telephone number to the person responsible for the district.

• Time zone of the district

• District type, select one of the following:

◦ Active: for districts with devices that are active in DMP

◦ Inactive: for districts with devices that are inactive in DMP

◦ Returns: for districts with devices that are scheduled to be returned to the supplier or Tunstall

◦ Storage: for districts with devices that are stored and not in active use in DMP

Note that this setting does not affect the status of devices.
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ii. If required, enter a value in the Heartbeat interval (minutes) field to define how often the district expects a
heartbeat from a device.

NOTE
Do not change heartbeat value unless advised by your supplier or Tunstall. Unauthorized
changes may cause disruption of service.

iii. If required, configure report settings under Reports:

NOTE
Do not change settings or values unless advised by your supplier or Tunstall. Unauthorized
changes may disrupt communication and cause connectivity failure.

• Minimum time between reports. Typically, DMP generates reports every time there is a change of state or
technical state. However, if the period between two changes is shorter than this interval then no report will
be generated for the second change until the interval ends. DMP will then generate a report of all changes
that occurred within the interval.

• Daily report time defines when the first device status summary report is generated each day

• Periodicity defines in hours the interval between device status summary reports. Typically set to 24 so that
the system generates a daily summary.

iv. Click Save to create the district or go to the next step to continue configuration.

e) Go to the Templates tab:
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i. Select a template in the Templates drop-down list and click .

ii. If required, repeat the previous step to add additional templates.

iii. Click Save to create the district.

The added templates can now be applied to the devices within the district.

When the district has been created, it is listed on the Districts page.

4.2.3. Edit district properties
To view and edit district properties:

a) Go to Organisation > Districts and click the district that you want to edit.

DMP opens the Edit district window.

b) The Properties tab contains the following fields:

• District name

• Responsible. The name of the person who is responsible for the district.

• Email. The email address to which DMP sends system-generated reports.

• Phone number. Telephone number to the person responsible for the district.

• Time zone of the district

• District type, select one of the following:

◦ Active: for districts with devices that are active in DMP

◦ Inactive: for districts with devices that are inactive in DMP

◦ Returns: for districts with devices that are scheduled to be returned to the supplier or Tunstall

◦ Storage: for districts with devices that are stored and not in active use in DMP

Note that this setting does not affect the status of devices.

• Heartbeat interval (minutes), defines how often the district expects a heartbeat from a device

NOTE
Do not change heartbeat value unless advised by your supplier or Tunstall. Unauthorized
changes may cause disruption of service.

c) If required, configure report settings under Reports:

NOTE
Do not change settings or values unless advised by your supplier or Tunstall. Unauthorized
changes may disrupt communication and cause connectivity failure.
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• Minimum time between reports. Typically, DMP generates reports every time there is a change of state or
technical state. However, if the period between two changes is shorter than this interval then no report will be
generated for the second change until the interval ends. DMP will then generate a report of all changes that
occurred within the interval.

• Daily report time defines when the first device status summary report is generated each day

• Periodicity defines in hours the interval between device status summary reports. Typically set to 24 so that the
system generates a daily summary.

d) Click Save to save changes.

4.2.4. View recent history

To view recent history:

a) Go to Organisation > Districts and click the district that you want to edit.

DMP opens the Edit district window.

b) Go to the Recent history tab.

The Recent history tab displays a list of status changes associated with the district’s devices.

Within this tab you can:

• Search, sort and filter the list
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c) Click X to close the window.

4.2.5. Manage district templates

To manage district templates:

a) Go to Organisation > Districts and click the district that you want to edit.

DMP opens the Edit district window.

b) Go to the Templates tab.

c) To assign a template to the district:

i. Select a template in the Templates drop-down list.

ii. Click .

d) To remove a template from the district:

i. Click .

e) Click Save to save changes.

Assigned templates are listed on the district's Templates tab.
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4.2.6. Delete a district

To delete a district:

a) Go to Organisation > Districts and click the district that you want to delete.

DMP opens the Edit district window.

b) Click Delete district.
DMP displays a confirmation message.

c) Click Delete district.
The district has been deleted.
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5. Devices
Within DMP a device is defined as a single carephone unit. The main functions of DMP are to administer and monitor
the devices to ensure that they are functioning correctly.

DMP constantly monitors the heartbeats sent from each device. A heartbeat contains a status update from a device
and is represented by a status icon within DMP. In addition to heartbeats, DMP records each event that relates to the
administration of the devices.

When updating the configuration settings or firmware of a device, DMP waits until it receives a heartbeat from a
device and then starts to download the new settings or firmware to the device. During download and installation, the
device has a technical heartbeat status indicated by the blue status icon .

NOTE
DMP is not part of the alarm distribution and holds no information about care recipients.

5.1. Devices page
The Devices page displays a list of the devices within the districts that you have access to. The list contains informa-
tion such as the latest heartbeat, current cellular signal and battery level.

Use the Devices page to view and maintain details of the devices that belongs to your customer or customers. If you
have access to multiple customers, select the customer you want to view in the Customer drop-down list.

Within the Devices page you can:

• Search, sort and filter the list of devices

• Click the Show advanced filter button to Search the list for a subset of devices:

◦ Select a status in the Devices with status drop-down list to view only devices with this status.

◦ Select a value in the Devices that has not been in contact in drop-down list to view devices that has not been in
contact with DMP for the selected amount of time.

◦ Enter a serial number or a partial serial number in the Serial number field.

◦ Enter a telephone number or a partial telephone number in the Telephone number field to search for device SIM
cards. You can only search for SIM cards that have been supplied by Tunstall.

◦ If supported, tick the Include connected devices in search checkbox to include connected devices in search.

• View and edit a device's details by clicking on the device in the list. DMP opens a Device information window.

• Click the Add devices button to add devices

• Select one or several devices and initiate migration by clicking Migrate devices.

• Select one or several devices and assign a template by clicking Set settings template
• Click the Export (CSV) button to export and download a CSV file that contains the list of devices.

NOTE
Some device types do not support all of these features. For more information refer to the user
manual or installation guide of your device.
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5.2. Device information window
DMP opens the Device information window when you select a device on the Devices page.

Within the Device information window, you can view information relating to a single device:

• The Overview tab contains a status summery of the device over the last 24 hours.

• The Heartbeats tab contains a list of heartbeats received from the device over the last 7 days. A heartbeat contains
a status update from the device and is represented by a status icon within DMP.

• The Connected devices tab displays a list of connected devices and their status. Within DMP, peripherals are
monitored and displayed as connected devices.

• The Event log tab contains a list of all events associated with the selected device.

• The Cellular service tab contains information about the device’s SIM card and associated cellular service.

• The Preferences tab contains general device properties that you can view and edit, including status and location of
the device.

NOTE
Not all features are supported by all types of devices.

5.2.1. Warning icon
A warning icon appears next to the serial number if the status is updated while the Device information window is
open. In this case, close and re-open the window to update the device details.

5.2.2. View the overview tab

To view the Overview tab:

a) Go to Devices and click on the device that you want to view.

DMP opens the Device information window.

b) Go to the Overview tab to view a status summary of the device:
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• Current status indicates the current status with a status icon

• Last contact is a timestamp of the last recorded contact

• The colour coded time bar shows any status changes over the last 24 hours

◦ Hover the mouse cursor over the different sections of the colour coded time bar to view detailed information

c) Click X to close the window.

5.2.3. View the heartbeats tab

To view the Heartbeats tab:

a) Go to Devices and click on the device that you want to view.

DMP opens the Device information window.

b) Go to the Heartbeats tab to view a list of the heartbeats received from the device.

Within this tab you can:

• Search, sort and filter the list of heartbeats

• Click the Show advanced filter button to Filter the list of heartbeats:

◦ Tick the Show technical status checkbox to include heartbeats that reported a technical status.

◦ Tick the Show only status change checkbox to include heartbeats whose status was not the same as the
previous heartbeat status.

c) Click X to close the window.
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Status Description
Green The device is functioning correctly and is sending heartbeats at the expected heartbeat interval.

If connected devices are supported, they are also functioning correctly.

Blue The device sends heartbeats but has a technical status, for example:

• The device has low cellular signal level

• There is a mains power failure

• The backup battery is low

• The device has a battery error

• The device is in the process of updating its firmware or settings

Hover the mouse cursor over the status icon to view additional information.

Yellow The status of the device is unclear, for example:

• There is a temporary communication problem such as temporary network issue

• The device is connected incorrectly

• The device lost contact with a connected device (peripheral)

• The device is registered within the system but has not yet sent a heartbeat

• There is a connected device warning

Red This status indicates an error that requires action, for example:

• The device is switched off

• The device has lost all connectivity

• There is an connected device error

White The device is set to inactive within DMP.

5.2.3.1. View the connected devices tab
Within DMP, peripherals are monitored and displayed as connected devices.

NOTE
This feature is not supported by Careline.

To view the Connected devices tab:
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a) Go to Devices and click on the device that you want to view.

DMP opens the Device information window.
b) Go to the Connected devices tab to view the status of connected devices. See Appendix B: Connected device

status, page 52 for more information about the status icons and color coding.

Within this tab you can:

• Search, sort and filter the list of connected devices.

c) Click X to close the window.

5.2.4. View the event log tab
To view the event log:

a) Go to Devices and click on the device that you want to view.

DMP opens the Device information window.
b) Go to the Event log tab to view a list of all events associated with the selected device. Within this tab you can:

• Search, filter and sort the event log list.

c) Click on an event in the list to view detailed information about that event.

For Lifeline Digital you can view:

• Events that originate from within DMP, such as updates and changes made to the selected device. For
example, when the device is registered, the device changes districts or when the device settings have been
updated.

• Device log events such as online polls, test alarms, or online updates
For Careline you can view:

• Events that originate from within DMP, such as updates and changes made to the selected device. For
example, when the device is registered, the device changes districts or when the device settings have been
updated.

• Device log events such as online polls, test alarms, or online updates
For Lifeline Smart Hub you can view:

• Events that originate from within DMP, such as updates and changes made to the selected device. For
example, when the device is registered, the device changes districts or when the device settings have been
updated.

• Plain text device logs in a text logging format
Refer to the installation or reference guide of the selected device for information about specific events and
alarms.
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d) Click X to close the window.

5.2.5. View the cellular service tab

NOTE
This feature is not supported by Careline.

NOTE
This feature is only supported by SIM cards that have been provided by Tunstall.

To view the Cellular service tab:

a) Go to Devices and click on the device that you want to view.

DMP opens the Device information window.

b) Go to the Cellular service tab.

The Cellular service tab contains information about the device’s SIM card and associated cellular service.

NOTE
The SUSPEND button deactivates the SIM card and sets the status to inactive. It is not possible
to make alarm calls using the SIM card when the status is inactive.

c) Click X to close the window.
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5.2.6. View and edit device preferences

To view and edit the device Preferences tab:

a) Go to Devices and click on the device that you want to view.

DMP opens the Device information window.

b) Go to the Preference tab.

The Preferences tab contains general device properties that you can view and edit.

Within this tab you can view and edit the following fields:

• Customer. Defines to which customer the device belongs.

• District. Defines in which district the device is located.

• Status . Indicates whether the device is operational or not in DMP.

• Device label. Select an option to tag the reason for a care recipient's absence:

◦ None. The care recipient is not absent from their residence. (Default)

◦ In hospital. The care recipient is in the hospital.

◦ Short term housing. The care recipient is in a short-term housing facility.

◦ Away. The care recipient is temporarily away from their residence.

The Device summary panel shows a summary of devices with an absence tag. Tags are only visible in DMP and
do not affect the state of a device's Home/Away-mode

• Product. Indicates the type of product model.

• Allow wrong credentials. Enables a device to communicate with DMP even though it does not have the correct
password. This option is only relevant for Lifeline Smart Hub.

• Click anywhere within the Note field to enter information about this device.

NOTE
Do not enter any personal information about care recipients or end users. Storing personal
information may breach data privacy regulations.

You can also preform the following actions:

• Remote restart: triggers the device restart on the next contact with DMP

c) Click Save to save changes or click X to close the window.
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5.3. Add devices
To add devices:

a) Go to Devices.

b) Click Add device.

DMP opens the Device Registration page.

c) Follow the instructions in Register new devices, page 41 to add new devices.

5.4. Migrate devices
To migrate devices to a new location:

a) Go to Devices.

36



b) Select an appropriate customer and district in respective drop-down lists.

c) Tick the checkbox of each device to be migrated.

d) Click Migrate Devices.

DMP opens the Migrate devices window.

e) Select destination customer in the Customer drop-down list.

f) Select destination district in the District drop-down list.

g) Select destination status in the Status drop-down list, that is, whether the device or devices are Active or Inactive
at the destination.

h) If the destination district has been assigned one or more templates, you can either:

• select a template in the Template drop-down list to apply a template to the selected devices as part of the
migration process

• select the empty list option in the Template drop-down to omit templates from the migration process

i) Click Migrate devices.

DMP migrates the selected device or devices to the specified destination.

If a template has been selected as part of the migration process, DMP waits until it receives a heartbeat from a
device and then starts to download the configuration settings to the device.

5.5. Assign a template to devices
To apply a template with predefined settings to selected devices:

a) Go to Devices.
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b) Select an appropriate customer and district in respective drop-down lists.

c) Tick the checkbox of each device to be amended.

d) Click Set Settings Template.

DMP opens the Assign template window.

e) Select the template to be applied in the Template name drop-down list.

f) Click Apply template.

DMP displays a verification message.

g) Click Verify.

DMP displays a confirmation message.

h) Click Close.

DMP waits until it receives a heartbeat from a device and then starts to download the configuration settings to
the device.
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5.6. Export a list of devices to a CSV file

To export a list of devices to a CSV file:

a) Go to Devices.

b) Select the customer and district that you want to view in the drop-down lists.

c) If required, click Show advanced filter and select parameters to filter the list accordingly.

d) Click the Export (CSV) button to export and download a CSV file that contains the list of devices. DMP generates
a CSV file that is automatically downloaded to your computer.

5.7. Device settings

DMP is used to maintain the configuration settings of each device. Within the Device settings window you can
configure most device settings, with a few exceptions. For more information about the configuration settings of a
device, refer to the installation guide or reference guide of that specific device.

When you save changes to the configuration settings, they are stored within DMP but not immediately deployed
to the device. DMP waits until it receives a heartbeat from the device and then starts to download the amended
configuration settings to the device. During download and installation, the device has a technical heartbeat status
indicated by the blue status icon .

5.7.1. Edit and save device settings
To edit device settings:

a) Go to Devices and click on the device that you want to view.

b) Click Settings to open device settings.

c) Select the required fields and make the relevant changes. When you change a setting, DMP outlines the affected
field in red.

d) When you have amended all required settings, click Save.

DMP displays a list of the accumulated changes.

e) Make sure that the accumulated changes are correct. If necessary, click Cancel and amend the relevant settings.

f) Click Save.

DMP displays a verification message.

g) Click Verify.

DMP displays a confirmation message.

h) Click Close.

DMP waits until it receives a heartbeat from the device and then starts to download the settings to the device.
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6. Operations

6.1. Device registration
New devices must be registered to become visible and operational in DMP. It is possible to register single devices or
a batch of devices.

6.1.1. Register new devices

To register new devices:

a) Go to Operations > Device registration.

b) In the Device registration tab, select the following settings:

i. Customer

ii. District

iii. Product

iv. Status. Can be either active or inactive following registration.

c) Enter the serial numbers of the devices in the Serial numbers field in one of the following ways:

• Enter the serial numbers manually

• Copy and paste the serial numbers

• Use a compatible barcode scanner

NOTE
Make sure to enter only one serial number per row.
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d) Click Next or click the Finalize tab to view a list of the serial numbers entered in the previous step.

e) Make sure that the serial numbers in the list are correct then click Save.

DMP displays a confirmation message.

An active device becomes operational within the system when DMP receives the first heartbeat from the device.

6.2. Templates
Templates contain configuration attributes for devices and allows for consistent configuration across multiple devices.

Templates are created and held at customer level and assigned at district level. When you create a new template,
you assign the template to one or more districts. Alternatively, you can assign an existing template to a district when
creating or editing that district, see Districts and customers, page 22.

To apply a template that has been assigned to a district, you can either:

• directly apply the template to one or more devices from the Devices page

• select the template when you migrate one or more devices to the district, the template is applied to devices as part
of the migration process

Consider the following when working with templates and customers:

• a customer may have a default template that the customer automatically applies to all devices on migration

• templates that are part of a migration process will be applied to devices before customer default templates

• a sub-customer may only allow templates that directly belong to that customer and therefore does not allow
templates made available by a parent customer

The following template types are available:

• standard templates that are created within DMP and contain defined values for one or more device settings. A
standard template writes the defined values when the template is applied.

• configuration files for Lifeline Digital and Careline. A configuration file contains a CFW file that was created with a
configuration tool outside DMP. The CFW file overwrites all device settings when the template is applied.

• factory reset templates that contain factory reset settings for Lifeline Digital and Careline. A factory reset template
contains a CFW file that was created with a configuration tool outside DMP. The CFW file overwrites all device
settings when the template is applied.

When updating the configuration settings of a device, DMP waits until it receives a heartbeat from a device and
then starts to download the new settings to the device. During download and installation, the device has a technical
heartbeat status indicated by the blue status icon .

If a device is offline when a template is assigned to it, the device will not download the template settings.

Contact your supplier or Tunstall if you have any questions.
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6.2.1. Templates page
The Templates page displays a list of the templates that are available to the current customer.

Use the Templates page to view and maintain templates. If you have access to multiple customers, select the
customer you want to view in the Customer drop-down list.

Within the Templates page, you can:

• Search, sort and filter the list

• Add a new template by clicking Add template. DMP opens an Add new template window

• View and edit a template by clicking on a template in the list. DMP opens the Edit template window

• Create a copy of an existing template

• Move a template to another customer

• Delete a template

6.2.2. Add a new template

To add a new template:

a) Go to Operations > Templates.

b) If you have access to more than one customer, select the appropriate customer in the Customer drop-down list.

c) Click Add template to open template settings.

d) If required, tick the Make available to sub customers checkbox to make the template available to any sub
customer.

NOTE
In some instances, customers may be configured to only allow templates that are directly as-
signed to their districts and do not allow templates that are made available by a parent customer.

e) Select the type of device to associate with the template in the Product drop-down list.

f) Enter a unique name for the template in the Template name field.

g) To assign the template to one or more districts:

i. Select a district in the drop-down list.

ii. Click  to assign the template to the selected district.

iii. Repeat if you want to assign the template to more districts.

This setting is not available if the Make available to sub customers setting is selected.
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h) Edit the required device settings and attributes:

i. Tick the checkbox next to the field to be configured.

ii. Set/enter the required value in the field.

iii. Repeat the previous two steps until all settings and attributes are defined.

i) Click Save as template.

DMP displays a summary of all settings.

j) Click Save as template.

DMP displays a verification message.

k) Click Verify.

DMP displays a confirmation message.

l) Click Close.

The template is now available on the Templates page and can be assigned to one or more districts.

6.2.3. Edit a template

To edit a template:

a) Go to Operations > Templates and click the template that you want to view or edit.

If you have access to more than one customer, select the appropriate customer in the Customer drop-down list.

b) Within the template settings you can amend the following settings:

• Customer. Defines to which customer the template belongs

• Make available to sub customers. Makes the template available to sub customers
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NOTE
In some instances, customers may be configured to only allow templates that are directly
assigned to their districts and do not allow templates that are made available by a parent
customer.

• Product. Defines which type of device to associate with the template

• Template name. Must be unique to the customer

c) If applicable, define a set of districts that can apply the template:

i. Select a district in the drop-down list.

ii. Click  to add the selected district.

iii. Repeat if you want to add more districts.

d) If required, click  to remove a template from a district.

e) To edit any required device settings and attributes:

i. Tick the checkbox next to the field to be configured.

ii. Set/enter the required value in the field.

iii. Repeat the previous two steps until all settings and attributes are defined.

f) Click Save as template.

DMP displays a summary of all settings.

g) Click Save as template.

DMP displays a verification message.

h) Click Verify.

DMP displays a confirmation message.

i) Click Close.

The template is now available on the Templates page and can be assigned to one or more districts.

6.2.4. Create a template from device settings

NOTE
This feature is only available for Lifeline Digital and Careline.

To create a template from a device's settings:

a) Go to Organisation > Devices and select the device that you want to use to create a template.
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b) Click Settings to open device settings.

c) Click Save as template to save the current settings of the device as a template.

The following settings will not be saved to the template:

• Radio sensor settings

• Alarm codes

d) Enter a unique name for the template in the Template name dialogue box and then click Save to save settings as
a template.

e) A verification message is displayed when the template has been saved, click Close to continue.

The template is now available on the Templates page and can be assigned to one or more districts.

6.2.5. Create a template from a configuration file (CFW)

NOTE
This feature is only available for Lifeline Digital and Careline.

To create a template from a configuration file (CFW):

a) Go to Operations > Templates.

b) If you have access to more than one customer, select the appropriate customer in the Customer drop-down list.

c) Click Add template to open template settings.

d) If required, tick the Make available to sub customers checkbox to make the template available to all sub custom-
ers.

e) Select the type of device to associate with the template in the Product drop-down list.

f) Enter a unique name for the template in the Template name field.

g) Tick the Configuration template (CFW) checkbox.

h) To create a Factory Reset template, enable at least one of the settings below, otherwise continue to the next step
to create a Configuration File template.
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• Enable writes to sensor area: allows radio sensor settings to be applied to devices (disabled by default).

• Enable writes to APN area: allows APN settings to be applied to devices (disabled by default).

i) To assign the template to one or more districts:

i. Select a district in the drop-down list.

ii. Click  to assign the template to the selected district.

iii. Repeat if you want to assign the template to more districts.

This setting is not available if the Make available to sub customers setting is selected.

j) To select a configuration file:

i. Click Select CFW file and select a configuration file (.cfw) in the file browser window

ii. Click Open to upload the file to DMP.

The selected configuration file is displayed under CFW FILE.

k) Click Save as template then click Verify in the confirmation dialogue to continue.

l) A confirmation message appears when the template has been saved. Click Close to continue.

The template is now available on the Templates page and can be assigned to one or more districts.

6.2.6. Download a configuration file (.cfw) from DMP
To download a configuration file (.cfw) from DMP:

a) Go to Operations > Templates.
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b) If you have access to more than one customer, select the appropriate customer in the Customer drop-down list.

c) Click to select the template that contains the configuration file that you want to download.

d) Click Download CFW file. The file is then automatically downloaded to your computer.

If the download doesn't start automatically, contact your IT department.

6.2.7. Create a copy of a template
To create a copy of a template:

a) Go to Operations > Templates.

b) Click on the template that you want to make a copy of. DMP opens the Edit template window.

c) Click the Copy button to create a copy of the template.

The copy appears in the list on the Templates page.

6.2.8. Move a template to another customer
To move a template to another customer:

a) Go to Operations > Templates.

b) Tick the checkbox of each template that you want to move.

c) Click the Move to customer button to open the Move to customer window.
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d) Select the destination customer in the Customer drop-down list.

e) Click OK.

The template is now available for the destination customer.

6.2.9. Delete a template

To delete a template:

a) Go to Operations > Templates.

The Templates page displays a list of templates.

b) Click the  button next to the district that you want to delete.

DMP displays a verification message.

c) Click Remove template.

DMP displays a confirmation message.

d) Click Verify.

DMP removes the selected template from the list.
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Appendix A. Status icons
Status Description
Green The device is functioning correctly and is sending heartbeats at the expected heartbeat interval.

If connected devices are supported, they are also functioning correctly.

Blue The device sends heartbeats but has a technical status, for example:

• The device has low cellular signal level

• There is a mains power failure

• The backup battery is low

• The device has a battery error

• The device is in the process of updating its firmware or settings

Hover the mouse cursor over the status icon to view additional information.

Yellow The status of the device is unclear, for example:

• There is a temporary communication problem such as temporary network issue

• The device is connected incorrectly

• The device lost contact with a connected device (peripheral)

• The device is registered within the system but has not yet sent a heartbeat

• There is a connected device warning

Red This status indicates an error that requires action, for example:

• The device is switched off

• The device has lost all connectivity

• There is an connected device error

White The device is set to inactive within DMP.
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Appendix B. Connected device status
Status Description
Green The connected device is OK.

Blue The connected device has a technical status, hover the mouse pointer over the status icon for more information.

Yellow The connected device has a warning status, hover the mouse pointer over the status icon for more information.

Red The connected device has an error status, hover the mouse pointer over the status icon for more information.

White The connected device is inactive.
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Appendix C. Email reports
DMP generates and distributes several types of status reports via email. You can select which reports to receive from
your account settings. The following email reports are available:

• Device status summary report - a district-level summary of the devices within a district with their current status.
The properties that control the interval of this report are:

◦ Daily report time in the district's Properties tab

◦ Periodicity in the district's Properties tab

• Device status change report - produced when a device changes its status and details the device and status
change. The property that controls the interval of this report is:

◦ Minimum time between reports in the district's Properties tab

• Device technical status change report - produced when a device changes its status and details the device and
status change.

◦ Minimum time between reports in the district's Properties tab
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